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Security for Office 365

Advanced protection for Microsoft Office 365 — even for non-IT security savvy
users

Kaspersky Security for Microsoft Office 365 is the number one choice when it comes to protecting your
cloud-oriented business from known and unknown threats.

Kaspersky Security for Microsoft Office 365 instantly stops the spread of malicious software, phishing,
ransomware, spam and business email compromise (BEC) and requires no high-tech skills.

Make use of the most sophisticated technologies for your security and at the same time enjoy a quick start
thanks to predefined policies and auto configuration.

oiferonly o very basievelof rotection. Stops ransomware, phishing and other
To guard against known, unknown and
advganced tghreats, you need more. adva nced t h reats

92.4% of malware is delivered via email?, and a business is attacked by ransomware
i \ T every 40 seconds. Phishing is an extremely popular vector for launching these attacks

T ( and while the majority of users say they understand the risks of unknown emails, one
KasperSkY SeCU”tY fQL— 2] in two still click®.. Kaspersky Security for Microsoft Office 365 uses email-validation
Microsoft Office 365 fi ' checks, machine learning and other techniques to filter out threats before users can

make a mistake.

Is 20% more effective than
Wlprésoft s own.built-in

_ o Anti-malware protection powered by
livers a near-perfect the cloud

¥ 9’9 6% anti-malware 99% of malware is sent via email or web server and 66% is installed via malicious

j attachments*. Prevent evolving cyberattacks while blocking unknown and zero-day
: ete?fpnr rat%E malware lurking inside corporate emails and files stored in OneDrive.

Easy to use, cost effective

Kaspersky Business Hub - a single, intuitive console manages all security, including
a single view of detected threats and statistics. The easy-to-use policy enables
immediate protection. There is also no need to invest in additional infrastructure or
install a distributive to get started.

Benefits: One solution to protect both:
- One solution to protect both - Exchange Online

Exchange Online and OneDrive . OneDrive
- No additional servers or software

required

- Intuitive interface

- Managed from the same place as
endpoint security:
https://cloud.kaspersky.com
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Anti-Malware protection Enabled Type Trial
Anti-Spam protection Enabled Expiration date 21/04/2019 03:00:00 (UTC +03:00)
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Powerful Features

Detect and prevent email Business Email Compromise (BEC) with a
combination of:
+ Heuristic checks along with machine learning (deep learning)
Email compromise prevention - SPF (Sender Policy Framework), L]
DKIM (DomainKeys Identified Mail)
DMARC (Domain-based Message Authentication, Reporting and
Conformance) email validation.

Take advantage of heuristic checks along with machine learning (deep
learning) methods associated with phishing detection to minimize the risk of u
address spoofing and business email compromise.

Progressive spoofing and BEC
detection

Easy-to-use policy enables immediate protection and requires no manual

Instant protection configuration.

Effortless integration with Microsoft Office 365 and cloud-based hosting
Seamless integration mean there's no need to invest in additional infrastructure or install a u
distributive to get started.

Anti-malware engine combines signature-based protection, heuristic and
behavioral analysis along with big data analysis to protect you from known,
unknown and advanced malware threats in both Exchange Online and
OneDrive.

Multi-layered threat detection

Neural networks-based anti-phishing engine
Centralized management

Easy-to-use policies

Threat dashboard for insights and reports

Delete unwanted attachments

Stops ransomware in its tracks

Anti-phishing, anti-malware, anti-spam

No need for additional infrastructure or resources.

Highlights

Cyber Threats News: www.securelist.com

IT Security News: business.kaspersky.com

IT Security for SMB: kaspersky.com/business

IT Security for Enterprise: kaspersky.com/enterprise
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endless opportunities it brings. Bring on cybersecurity .
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